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Section 1: Description of How the Technology Was Used 

Lenel access cards and BioScrypt biometric fingerprint readers were used by Crime Lab and 

other authorized County employees to access (and restrict access) to the various and specific 

areas of the Crime Lab building. Each transaction was recorded according to the Surveillance 

Use Policy. During the reporting period, the Facility Manager accessed the system on multiple 

occasions in the normal course of conducting business: to provide, modify, remove, or verify 

building and area access; to verify appropriate access levels; to scan and store fingerprints for 

biometric fingerprint reader access; and to identify if access points are functioning properly. The 

transaction log was also reviewed on several occasions to verify if a member of the Facilities and 

Fleet Department (FAF) was present and working in the building. 

Section 2: Data Sharing with Outside Entities 

In the reporting period, no data within either the Lenel or BioScrypt access systems were shared 

with any entity outside of the District Attorney’s Office or FAF’s Information Technology Unit. 

Section 3: Community Complaints or Concerns about the Technology 

The Crime Lab has a procedure for receiving and dispositioning complaints from any source. No 

complaints or concerns about the Crime Lab’s access card and biometric fingerprint systems 

were received in the reporting period. 

Section 4: Audits/Policy Violations 

While FAF oversees the Crime Lab’s access card and biometric fingerprint reader systems, the 

Facility Manager has administrative authority to set and change access levels, with approval 

from the Crime Lab Director. The Facility Manager and Crime Lab Director are responsible for 

compliance with the Surveillance Use Policy, which is shared with all Crime Lab employees. 

The Crime Lab Director re-shares the Policy annually. There were no identified policy violations 

in the reporting period.  

Section 5: Effectiveness of Achieving Identified Purpose 

The access card and fingerprint reader systems were generally effective at achieving the 

identified purpose in the reporting period. However, on November 9, 2022, an employee left an 

external door ajar, and an intruder entered the building, gaining access to areas on the fourth and 

first floors of the Crime Lab (detailed in Quality Improvement Request ID 23750, attached). As a 
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result of this intrusion, staff were advised to ensure external doors close behind them, and the 

door in question was marked for emergency use only. In addition, a key card reader was installed 

at the entrance door in the fourth-floor front stairwell, where the intruder gained access to the 

fourth-floor, and a key card reader was installed at the first-floor door leading from the bottom of 

the rear stairwell to the first-floor corridor, where the intruder gained access to the first-floor. 

Section 6: Public Records Act Requests 

All Public Record Act Requests received by the District Attorney’s Office, including the Crime 

Lab, are handled by members of the District Attorney’s Office. No Public Record Act Requests 

pertaining to the Crime Lab’s access card and fingerprint reader systems were submitted in the 

reporting period. 

Section 7: Costs Incurred from July 1, 2023 – June 30, 2023 

The cost of installing the two new key card readers was $5,527. Apart from that, the only other 

costs are for the electricity to power the Lenel or BioScrypt access systems, and a small cost 

associated with generating new or replacement access cards. 
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